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A 40 year old u)eapon, that
could compromise US AW
by Raymond J. I*wis

The solution to

It'q a dream come true for any
self-repecting terrorist or 6mall
nation dictator: a devastating
weapon that's cheap and ersy to
make. Beet of all--from the
termrist'e point of view-the
United States ha" no protection
against it.

Yee, we know about it, and we
could prot€ct ourselvea, but we
don't. Prepeterous? Not at aL.
It's a concept called sutohation
warfare (AW) that indudes
computer viruseq worms, Trojan
horseo, thief progra.ms, hacking
and computer sabobge.

Why is AIY important? Because,
from a global perspective, all
nations look for ways to counter or
neutralize the weapons systems or
support infrastructure of a hoetile
nation. A good exanple is what
happened when radio wag in-
ventcd. Armed forces promptly
created ways to intercep! jan,
and target radio emitters.

Modern warfare depends on a
new technologr: computcrs. As
they did with radio, armed force
can be erpected to develop ways to
neutralize comput€r systens. AW
is especially important for three
main reasona: our dependency on
comput€ra and n€tworking, our
vulnerability becauee our comput-
ers aad networhs have little
prot*tion, and the eany availabil-
ity of AW as a weapon becaue€ it's
cheap and easily produced.

How dependent are we on
computar8? Let'g look at it fiom
national and bsttlefield levels.
Warfare is a massive societal effort
that requirea support flsm '''rny
national level agenciee and fiom
CONUS logietics. Many details
are handled by conputer Elstebs.

Our government (including
DOD) use€ over 9(X) brge con-
puter syst€mr and sevsral hun-
drcd thougand emall conputers
(PCs). Nearly half of our laqge
government systems are net-
worked by telephone. Modern
t€lepbone systems ar.e actually
special purpose computers that
connect telephone nunbers
electmnically and are often
controlled and repaired remotely.

At tactical levelq telephone
slvitchboards are usually com-
puter controlled and remotely
pmgrammed. On the battlefield"
tactical computers support com-
plex logistice and lusonnel
actione. Fire direction omputers
control artillery. In Command
Poste, commanden uee Amy
Tactical Command and Control
Systems (ATCCS) like the Maneu-
ver Control System (MCS) to gain
speed to "tun inside the enemy
decision cycle".

Even ia peacetimg we are
dependent upon ordinary PCe in
Army office .

How vulnerable are wa? Too
vulnerable. We do little to prot€ct
our computers, ft,eely give away
infonnation about our computsr

Arrny Conmunlcator l9

electronie ut@rfare
cofnprornise
requires a holistie,
integrated strategy
that ineludcs some
engineering, but is
,nostly dactrine,
training, and
deterrence.



syst€Ds, and w€ do not have a
syetematic training doctrine to
teach ueers how to pr,otect their
eystems. At natioDal level+
infomation on many of the larger
eyetems io publiehed in the Fed-
eral Regieter, e public docunent
availeble to an)'one.

Forty-five pereent of these large
systems ale linked by public

Any ambitious terror-
ist with a nodem and a cop;r of the
Federal Regieter cqn figule out
what to do next,

In fact, a 1990 GAO report
found that 8% of the large com-
puter systems w€le acmed by
unknown partiee for unlnown
reasons' and such accese ie not
being stopped.

Looking next at the
Eystems connectiDg our comput-
ers, we find computer contrlled
telephone ewitchea. Control of the
telephone $pitch is normally done
by modem. But telephone ilial
tone is nothing mor.e than a
computer asking "what is your
command?".

If one knowg the corect codes
gad hm f,f,e con€cf tone tlevicg he
can re-program or shut-down an
entire telephone switch. Even
telephone repa.irmen doiag on-site
repain use dial-up pr,ogramming
to fx probleme (Doee this sound
scary and futuristic? You bet!).

Remember the w€ll publiciz:d
January 1990 AT&T telephone
black-out of all U.S. long distance
capability caused (suppaedly) by
telephone switch eoftware prob-
lems? The same thing could also
be done remotely by the AW
gabot€ur to breakdown our
oomputer networls.

What about computer sygt€ms
on the battlefreld? How do viruseg
and saboteurs gst to th€e sys-
teng? At firsl they ouldn't.
However, now that we've begun
networking our battlefreld com.
puters, it is poeeible for any
computer to rrach any other
conputer in ttre network, As the
concept of "Seamleae Architec-
ture" prognsss at seniof leader-

ship level6, w will be retworled
fiom national level dowD to
tactical level. We are vulnerable

the networl becau*
almat every eingle systsm is
unprot€ct€d fu hadwarc, soft-
ware, or AW trained operaton,

How availeble end widepmd
is AW? Actually, A{I ig not new.
John Von Nuemana prropaed the
idea of computer vinrs-like pro-
grame in 1949. Scientigte in B€ll
Labe used to play war gam€s
against ea h other with computer
virus€s in the 1960e. But the
availability and widespread use
began when computer viru6€8
were revesled to the public for the
first time in 1983. r itJrin a yer,
Scientific Amerlcan nagazine
was selling computer virus in-
stnrctions for only two dollars.

By 1986, an Australian profes-
sor, writing in Futurlst lnega-
zine, plopoeed using computer
virusee as weapons against lioreign
nations, by allowiag 'pre-in-
fected" technologr to be stolen
and smuggled into a target nation
(Thie bring to nind tlose news-
paper articles about technologr
theft by Ruseia or lraq). By 1988
virusee began showing up with
disturbing frequency all over the
world.

Our frret real hirlt of the future
cane in September 1988. A
Cornell University student cr€ated
a fairly simple 'worm" pmgram (a
type of virus), dubbed the
"Intemet Worm", that infected
over Q00O UND( computen in
ARPANET. a network of echoola.
corporations, DOD, and federal
agencies. Even uninfected gys-

tems were shut down for fear of
infetioa. A DOD crisis action
t€am even then r,ecognized the
threat and recommended stab
lishing a national level agency to
cope with AIff' But, little was
done.

Over the next several yearg
virus€s and hacking compmmises
iato DOD computen increased.

In 1989, a best eelling boo\
The Cuckoo's Egg rcvealed how

ore computor hacker in Germaly
us€d world-wide networl8 to enter
over 400 U.S. Defenae Department
computerE, stealing information at
will. Such events oftea rpceive
huge media coverage, alarm the
publig aad damage the cledibility
of the DOD and the U.S. govera-
meat. Yet w€ do nothiag. Only
the Air Force aad Navy eventually
set up central agencic to cope
with AW.

Our next big hint cane during
Operation Des€rt Storm. The
actual OPL{N wae written on a
notebook PC that was unptfotect€d
and stolen (although later re-
tunted), Lat€r, tlree type of
virus€e werr found oa PCs in the
theater, though they were re-
moved before tactic€I comput€rs
become infected.

The DOD Security Institute
later necognized the seriousness of
AW when its 2-91 bulletin specifi-
cally pinpointsd MCS as a critical
and very vulnerable systen.
UnfortunatelS rve still didn't heed
any of the warning eigne.

Finally, in 1992, four MCS
syst€ms werc render€d ineffective
during Exercise Brilliart Diamond
due to the DOS "gtoned" virus
passed by disk and network fil€
trangferg.

By now, we ehouldn't need more
hints. AW ie a r€al threat to our
comput€rs.

Unfortulately, [\{ hcq mgly
sources: students, ordinary
citizene, even public corporations
trying to stop conpetition. There
ane even "BBS" a€rvic€8 deyot€d
to helping such people.

As automation lit€racy glows, so
does the problem, frequency of
AW attackg, and our righ, Moel
people regard AW as a "victimless
crime" (like insurance fraud).
Coupled with a legal system that
nortally oqn't catc.h peryetrators
aad won't pmoecute then eitber,
there ig little to deter AW. And
this doeg not even begin to de-
ecribe AW causod by foreiga
souleea,

Spdng f 99tf



One caa eeily so that AW has
been eveileble and widepread for
tnanJrr nrany )r€arB.

But therc is an even mole
frightolilg asp€ct; the first
computer viruss wsre written in
a programning languags known
as UND(. When PCe became
popular, viruse wels written in
multi-language and thus work in
IINIX or DOS, whelewr the vinrg
code finde itself.

Army gariaon PCs operate in
DOS, and Army tactical computers
(ATCCS) operate in UNDL and
can use DOS as well. thig makes
Army qntems vulnerable from
every pceible eource in exigtence.
So far, AW ploblems in tactical
systems haw been caused by using
infected DOS diekettee and file
transfe€. However, we ghould aot
need more hints to know that thig
will change too. Ifwe can have
comput€r inter-op€rabilibr, w€ can
have virus inter-operability.

In fect, th€ 1988 Internet Worrn
canries an even more dieturbing
implication--that code was
written in pa* using Digital
Encryption Stantl,ardg (DES)
techaologr. There are hints that
wireless l,Alil or WANS nigbt be
infeted even though the radio
qysten is secured by encqrytion
(AW ie a great little cheap, scary
weapon, isa't it?).

Of course, I'ne discussed little of
the prcblems and tl,amage caused
by hactdng (b,reaking and entcring
into a computer) or other aspects
of AW. But coneider the ssboteur.
How much easier it is to distribute
fnee infected game diske to eoldiers
in pat towns, knowing that
sooner or later some soldier will
put an infectad dist in an Army
computer. Viruee could be easily
"pre-plantnd' and then activatcd
during a conflict.

In tactical eysteme, a virus doee
not even have to operate fully to
suoceed. If the epeed or proceesing
of informstion ia sufficiently
inpede4 the commander has l€t
the automation combat multiplier

aud speed advantage. Even a lack
of confidence inspired by fear is
su@ful AW if it caua6 a com-
puter to be unused.

By now, we should be thor-
oughly alarmed by AW. It is real"
persistent, and certain to on-
tinue. But whst ,'on we alo about
it? Truthfully 10096 protectioa is
not peible. But we eaa lower
our risk. The eolution rcquiru a
"holistic", integrated strateg/ ttrat
includee sone engineering but ie
natly doctrine, treining, and
deterrence.

The nct importaat part of the
solution is our ne€d for a compre-
hensive training doctrine. n/e
usually know who to call to fx
garrison PC virus problens. But
we have no doctrine in Electronic
Warfare (EW) nor the simplg well
known "Meaconing, Intrusion,
Jamming and Interference (MUI)
procedure that works in garrison
or field.

With guch a doctrine in place,
Army-wide training efforts would
be focused toward the beet preven-
tive effort. Of course, we may
never completely stop soldiers
fmm playing infected game
software on government PCq or
buying pirated software in
Itaewon Street in Korea and using
it on governmeDt PCg. But
trainiag, awareneaa, and com-
mand support will iaduce greater
caution and restraint, and this will
rsduce AW risks dramatically,

We also need a central AW
agency, ideally at joint or natio"ol
level. Another good model is the
Joiat Electronic Warfare Center
(JEWC). At the very leaat, we
need a central Army agency. This
ig not a new idea. A si'nilat'
sugg€ation was made by a special
DOD team in 1988, after the
Internet Worm crieis.

FinaIIy, we need legal tools for
deterrenoe. Our UCIII'I needs a
specific article covering software
piracy, hac[i1g, computer eabo.
tage, and knowingly makiag or
introducing virusee. Such a UCM.I

article could be formed under the
authority of Title 10 USC :n.
Coupled with understanding and
awarenca, detenenc€ would
make the eeriouslee of the
gituation cleanrr. After all, everr
now there are individuals oa the
DDN MIINET who hack into
other systeDs just to review or
etoal fileg with inpunity. Any
good defense counsel would be
anuaed watchiag a commander
trying to fit the circumgtancs of
modern intangible el€ctronic
'goode" theft to the elernents of
proof in our cunent UCMI.

The big task will be building
awareneas and defenss at the
DOD and national level--before it
costs us our ability to sustain
national level conflicts,

This will need our arvaFenest
and support. With luck and
penreverancq we will be in time to
build a good defense.-b€fore it
coets us a blood price from a
computer dependent eoldier in
battle.
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